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Abstract: The impact of information and communication
technologies (ICT) on enhancing the quality of services and
decreasing the overall costs has been the focus of numerous
studies in the last two decades. The introduction and employment
of ICT in developing countries, however, has not been as fast and
effective as in developed nations. In this paper, a case study is
conducted regarding the existing issues and potential solutions
for the ICT industry in Iran, as an example for a developing
country. The study is based on interviews with a number of IT
professional and government authorities. Additionally, the
relevant literature to this topic is reviewed to generalize and
extend the scope of the findings. This exploration is intended to
identify the pertinent issues and challenges in developing
countries and propose a fine-grained framework to encompass
corresponding aspects and potential solutions.
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I.

INTRODUCTION

ICT solutions, if applied wisely, can increase the success of
organizations and the efficiency and transparency of
governments [1]. Generally speaking, developed countries have
facilitated the vast potential of ICT and the Internet in every
stratum of society. This has led to extraordinary results in
reducing costs and increasing the life standard of their citizens.
Yet many developing or less developed countries, particularly
those with a low value for their corruption perceptions index
(CPI), still cannot leverage all the potentials of ICT due to
various reasons. Some of which include legal deficiencies, poor
technical infrastructure, social barriers or lack of skilled human
resources.
It has been argued that ICTs in general, and information
systems research in particular, can increase the productivity [2]
and expedite the development process in the developing
countries [3]. There is lack of research that focuses on
examining the factors that influence ICT project success on
enterprise or government levels in developing nations [4].
Based on the recent findings, however, it has been shown that a
majority of e-government projects that were initiated in
developing countries have failed due to reasons such as gaps
between the deployed technology and the realities of context

[5]. There has been several valuable studies on relevant issues
pertaining to e-government or e-commerce in countries like Sri
Lanka [6], Jordan [7], Iran [8], India [9], sub-Saharan Africa
[10] or Saudi Arabia [11]. Each has brought a new perspective
on some of the complications and deficiencies in certain
contexts. The focus of this study is on ICT barriers and issues
on a broader scale conceptualized with a generalized
perspective. For this purpose, first the common issues and
solutions are identified within the borders of the Islamic
Republic of Iran. The results are then used to extend the current
theoretical framework to generalize the relevant findings in the
broader context of developing countries.
Consistent with many other underdeveloped or developing
countries, lack of documentation and structured information
repositories is prevalent. In such situations, experienced
individuals are deemed as one of the most valuable sources of
knowledge. For this reason, facts and speculations were
gleaned through qualitative in-depth interviews [12]. The
interviews were conducted with five individuals who either had
expertise on the topic or possessed decision making power in
the political system in ICT-related fields. Among the
interviewees were university professors, members of the
presidential advisory team on technological issues and
members of the Supreme Council for Informatics. The
objective of these open-ended and semi-structured interviews
was to seek plausible answers or explanations to the following
questions:
RQ1: What factors influence or hinder the deployment of
ICT in developing nations; particularly in Iran?
RQ2: What are the salient aspects of the problems in
deploying ICT?
RQ3: What are the possible or potential solutions to
overcome the existing complications/issues?
The outcome of the interviews were analyzed and sorted
into different categories and similar clusters. Four distinct
categories were identified based on the collected information:
1) Legal infrastructure, 2) shortage of human resources 3)
technical deficiencies and 4) political complications. It is clear
that providing a single theoretical perspective and a holistic
explanation for the barriers and issues in this wide context is

rather unlikely. This study is not intended to be a
comprehensive list, but to shed light on complications and
intricacies of this matter. The results shall provide some
awareness and insight for researchers and scholars to give
further consideration to multilevel factors and interdependent
issues.
The remainder of this paper is organized into three sections:
Firstly, the identified issues and deficiencies are listed for
different categories. Then, possible solutions are discussed for
each category. Finally, the conclusion including the limitations
and practical implications are discussed. The results may
provide an agenda for policy and decision making, as well as
outline essential shortages and risks for potential investors.
II.

ICT: CURRENT SITUATION AND RELATED ASPECTS

In this section, the accumulated information from the
conducted interviews is sorted into four categories: legal,
human resources, technical and political. Each category
encompasses related issues and impediments in developing
countries in general and in Iran in particular.
A. Legal
Developing countries, as late adopters of technology [13],
often do not have the necessary rules and legislation to resolve
technology-related issues. This leads to complications when
verdicts should be reached on disputes pertaining to privacy,
content ownership, security breaches, etc. In order to address
this inadequacy, the legislation body should either adopt and
customize rules and policies from developed countries or
develop its own regulations. Another common problem in
developing countries is the slow trial process. In some cases,
pursuing a simple legal suite might take up to a couple of years.
Furthermore, in countries with a lower corruption index, the
outcome of a trial might be easily manipulated by one of the
parties. This is a serious concern, especially when the
government or one of its institutions happens to be a
stakeholder. This absence or inefficiency of legal support also
imposes a high risk for external and internal investments. In
Table I a summary of legal issues is provided.
TABLE I.

LEGAL ISSUES

Judiciary and legislative issues

Lack of law enforcement

Slow trial process

Insufficient IT-related legislation
(e.g. to protect copyright or IPR)

Immunity of system/authorities
against trail

B. Human resources (HR)
In those developing countries that enjoy and rely on natural
resources such as oil or diamond, the value and importance of
human resources is often neglected or underestimated. Instead
of acquiring the necessary knowledge to develop technology
and foster innovation, such systems tend to acquire ready
products or technologies. Possessing high-tech technologies
and facilities sometimes creates the illusion of independence
and modernization, which intensifies the ignorance towards
human resources including experts and the elite, culminating in
a faster and wider brain drain. Without knowledgeable human

resources as holders of tacit knowledge [14], the “indigenous
capacity for societal transformation” [15] will not be fulfilled
and the country turns into an unwise consumer of foreign
products, which in the long run increases its dependence on
technology-providing nations. Moreover, without the necessary
knowledge, the acquired technology is often deployed in
ineffective ways [16].
Another crucial problem to be tackled is an inappropriate
academic curriculum or ineffective educational programs.
Science and technology education plays a decisive role in
sustainable development [17]. Taking the rapid technological
advances and the emergence of new paradigms, certain
flexibility toward shaping and reengineering the established
educational programs is required. Table II summarizes the
salient issues relating to human resources in developing
countries.
TABLE II.

HR-RELATED ISSUES

Issues relating to human resources

Brain drain

Unawareness of the importance
or lack of human resources

Inapt education or academic
curriculum

Underestimating the significance
of tacit knowledge

C. Technical
Technical infrastructures, especially electricity and
communication networks, are essential prerequisites for ICT
deployment and development. For example, Basant el al. [9]
identify power disruption as one of the primary reasons for
depressing adoption and returns to ICT expenditures in India.
Poor communicational infrastructure such as internet
bandwidth and penetration can also hinder effective application
of ICT in general and make a reliable and fast access to web
and online resources difficult. Furthermore, developing
countries sometimes have a larger rural population (in
percentage) when compared to developed countries. This
imposes additional difficulties in providing technical
infrastructure to support initiatives on a national scale [18].
Procurement of high-tech facilities and certain technologies
is another common impediment for ICT-related advancements.
The acquisition and deployment of technology can be slowed
down by legal, financial and personal constraints. Patenting
and aggressive intellectual property rights (IPR) strategies,
especially for those countries that respect international laws
and agreements, can restrict their access to critical technologies
[14].
TABLE III.

TECHNICAL ISSUES

Technical infrastructures and technology procurement

Lack of reliable infrastructure

Absence of infrastructure in rural
areas

Patents and IPR

Information loss or leak

Information leak

Being prone to cyber attacks

Depending on other powers for procuring technology

Also, incomplete deployment of ICT systems (due to the
lack of knowledge or expertise for example) may result in loss
of data (e.g. when no sufficient backup systems are installed)
or information theft. Especially for confidential governmentrelated information, the leakage of data may have severe
security consequences. Besides, shifting to information systems
for critical processes without the necessary protective measures
puts a country at the risk of cyber-attacks [19]. In Table III the
salient technical issues are listed.
D. Political
In line with patent-related constraints that were mentioned
in the previous section, global as well as internal politics play
an important role in knowledge transfer and technology
acquisitions [20]. On a global level, for example, international
sanctions and boycotts are sometimes put into practice. Such
decisions, regardless of the fairness, effectiveness or
appropriateness, have a drastic impact on the accessibility of
certain technologies or knowledge for those nations that are
subjected to such verdicts.
Internal politics can also have a major influence on the
direction and depth of technological advancements. Countries
that are involved in international conflicts or disputes may pass
restrictive bills to fight against the perceived conspiracies. For
example, in 2006, Iranian parliament passed a new law
restricting the Internet bandwidth to 128kb/s for private users.
The decision was based on the assumption that upon providing
a higher bandwidth, the enemies of the state would have a
convenient communication channel to poison the minds of
Iranian citizens with counterfactual propaganda. Another
politically enforced restriction is based on religious arguments.
For example, in Saudi Arabia, the impending introduction of
television in the 60s was ferociously opposed by religious
clerics [21]. The same opposition occurred in 2005 when
mobile phones with embedded cameras were introduced. In
Iran, although often tolerated and not widely practiced,
possessing a satellite receiver and watching unauthorized TV
channels is still a prosecutable act. Censoring some Google
services in China [22] or filtering social media during the
recent uprising in many Arab countries 1 including, for
example, Egypt and Tunisia [23], are other well-known
examples of the influence of internal politics on ICT.
The unfamiliarity of authorities (higher-management) with
complications and ICT projects was also mentioned as an
important counterproductive factor when managing big
projects. This unawareness leads to underfinancing of projects
or setting unrealistic deadlines. As a result, projects either fail
to be completed or the outcomes are drastically different from
the defined goals.
Also, decision makers in more corrupt developing countries
may deem information transparency, an inherent consequence
of introducing ICT, as a threat to their very existence [24]. This
paranoia makes such regimes reluctant to fully adopt ICT for
government-related systems and processes. Without the
support of the highest authorities, the full capacity of ICT can
never be achieved. In such cases, a paradigm shift in the mind
1
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of the leaders is necessary. Before this change in mentality, any
other measures might prove impractical or counterproductive.
Lastly, many developing countries are deprived of technology
transfer in critical areas such as nuclear research. This
technology monopoly that is imposed upon developing to
control their military advancements or adventures prohibits the
use of many useful technologies that can be applied in other
areas to enhance living standards. In Table IV a summary of
the political issues are listed.
TABLE IV.

POLITICAL ISSUES

Impediments based on political or ideological reasons

Sanctions

Religion-based restrictions

Ideology-based restrictions

Ignorance about transparency

Technology monopoly

Lack of support from highest
political authorities

Unfamiliarity of higher authorities with ICT-related complications

In the next section, possible solutions to tackle the
mentioned impediments or deficiencies are provided and
discussed.
III.

MEASURES TO INCREASE THE EFFECTIVITY AND
SUCCESS OF ICT

Based on the interviews and the existing body of literature,
measures are proposed with regard to different aspects of ICTrelated issues. It should be noted that there are two
prerequisites that should be met, before any measures or
solutions can prove effective. Firstly, ICT shall not be deemed
as a threat to the existence of the regimes [25]. This requires a
change in the mentality of the highest authorities and leaders.
Without the support of the political decision makers, any effort
to facilitate and deploy ICT would be in vain. Secondly, as for
any similar efforts in other contexts and industries, a strong,
swift, and unbiased judiciary system is necessary to foster a
safe and sound environment for investors and business holders.
In addition to these critical success factors, social and cultural
facts and realities should not be ignored. Otherwise the
introduced technologies or features will either be ignored, or be
used in a harmful or inefficient manner and not in the way that
was originally intended (see [11] as an example in the context
of Arab countries).
A. Legal infrastructure
New technologies and systems demand new regulations.
These regulations can best be achieved by adapting the existing
evolved regulation in developed countries. In addition to
having proper rules and an acceptable legal basis, the
corresponding decision makers and law enforcers including, for
example, judges, officers and lawyers should have a general
understanding of ICT as well. This can be achieved by either
changing the curriculum and introducing ICT-related courses,
or having an additional training program to acquaint them with
a rudimentary knowledge of ICT and its application.

B. Human resources
The problem of scant human resources can be approached
and tackled from different angles. One resolution would be to
provide attractive conditions within the country to prevent or
slow down the existing brain drain in many developing
countries. In addition, several exchange programs and
agreements need to be conducted to ease the flow of
knowledge from developed countries. Other measures to train
and educate experts, such as online educational programs or
hiring foreign specialist can also be taken. Restructuring the
old curriculums of schools and university to address current
issues and advances is another important factor in preparing
future generations to confront and respond to the realities and
complications of the new digital world.
C. Technical infrastructure
In order to improve the technical infrastructure, investments
in communication and other technical infrastructure are
necessary. Private sector can be invited and encouraged to take
part in building new infrastructure or improving the existing
ones. Furthermore, new technologies and systems should be
wisely acquired with regard to the available infrastructure to
minimize the costs and to refrain from fruitless investments.
One common approach is to employ open source technologies
(software, hardware or algorithms). Using (customizing or
extending) open source products helps countries overcome
patent-related issues and also use existing code to build their
applications upon as opposed to developing them from
scratch. A word of caution here is necessary: the technology
and know-how to manage the development of open source
products is not a trivial procedure and states or government
should not feel completely independent from foreign
technology and know-how by solely availing themselves of
open source technologies. For example, the pride of having a
“national operating system” based on Linux does not obviate
the need for the supporting hardware and hidden dependencies
to those countries that invented the concept of open source and

initiated the development of open source systems including
Linux in the first place.
D. Policies and strategies
Particularly in the domains of e-commerce and egovernment, clear policies and strategies on a national level are
needed. Without a specific and well-designed frame of action,
the inevitable sporadic and ad-hoc behavior would result in
inconsistencies and misalignments. For this reason, developing
a framework consisting of guidelines, instructions and
recommended standards is necessary. Moreover, transparency
of information should be promoted and fostered. This might
require a change of mentality towards privacy (on the
individual level) and security (on the national level). Such
changes take time and, therefore, swift and authoritative
behavior should be avoided.
The policy towards globalization should also be clearly
defined and codified. In Iran, for example, globalization is
regarded by some powerful parties as a threat to national and
religious identity. In such cases, unless there is a change of
attitude in communicating with the rest of the world,
employing ICT for international interactions and transactions
would not be an easy task.
E. Content generation
In line with information transparency and knowledge
distribution [26], it is of utmost importance to provide new
content and make them available on public media or the
Internet. Encouraging and fostering a culture for creating and
sharing information not only contributes to acquiring and
distributing knowledge, but also helps preserving the culture
and history of a nation. In Muslim countries such as Iran,
Pakistan or Arab states, generating religious content would also
familiarize the more traditional strata of society (e.g. clerics)
with the benefits of technology and the Internet.
Figure 1 provides a summary of the proposed measures to
increase the success of deploying ICT on a national level.

Figure 1. The proposed measures for increasing the success of ICT deployment

IV.

CONCLUSION

In this paper, based on the existing body of literature and
comprehensive interviews with activists, decision makers, and
experts in the field of ICT in Iran, typical issues and
deficiencies as well as possible solutions were identified and
generalized for developing countries. The notion of a
“developing country” was loosely defined to make the
statements generalizable. This loose definition may result in
invalidity of some of the statements.
It should also be noted that understanding ICT and the
pertaining innovations and advancements should be studied in
relation to the corresponding social context [26]. In this work
little attention was paid to specific social factors to keep the
issues and solutions as general as possible. Keeping this in
mind, every innovation and technology adoption should be
performed aligned with the socially embedded view of these
innovations [27], which may be markedly different in different
countries. The policies, regulations, and culture of consumption
may drastically differ when we compare Sub-Saharan

countries, the Arab world, and other developing countries such
as Iran, Brazil, Malaysia or Eastern European states.
Internet filtering [28], as an important impediment for
knowledge distribution and information transparency were not
addressed explicitly, since the degree and focus of filtering
differs considerably in different developing countries. Scholars
are encouraged to take this factor into account, when studying a
specific context.
Also, the mutual effect of ICT and transparency should be
pondered carefully. Usually, ICT fosters a culture of
transparency, and a culture of transparency encourages the
deployment of ICT. If the political system of a country does
not appreciate transparency, it can complicate the vast
employment of ICT.
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